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  By Conor Hafertepe 

In September 2016, while Verizon 
was working out a deal to acquire Yahoo, 
it was revealed that Yahoo had suffered a 
major data breach that affected approxi-
mately 500 million accounts. A separate 
data breach disclosed in December 2016 
affected more than one billion accounts. 
These two data breaches were discovered 
during finalizing the acquisition and 
resulted in Verizon knocking off $350 
million off the acquisition price. 

During the Philadelphia Bar Associa-
tion CLE titled “Closing the Deal, Secur-
ing the Data – Privacy and Data” on May 
19, hosted by the Business Law Section’s 
Cyberlaw and Mergers & Acquisitions 

Committees, presenters Odia Kagan, 
of counsel at Ballard Spahr LLP; Leeza 
Garber, counsel and director of business 
development at Capsicum Group; and 
Scott Ernst, vice president of Wells Fargo 
Insurance Services; discussed how the 
Yahoo acquisition and other high-profile 
data breaches highlight the data-security 
risks involved in mergers and acquisitions. 
The CLE covered how data security issues 
affect the value of M&A deals, as well as 
how data security in M&A is addressed by 
regulators and insurance companies. 

All modern companies have data that 
requires protection. It can be personal 
data of customers or employees, pro-
prietary data about how a company 
functions, or even trade secrets. Kagan 

said that from an acquirer’s perspec-
tive, protecting this data is of increasing 
importance to executives, “[According to] 
a report from Merger Market from 2016 
. . . 77 percent of [executives] said that 
the importance of data security issues at 
M&A targets increased significantly over 
the last two years.” Using the Verizon/
Yahoo deal as an example, she said that 
any data protection issue can affect the 
value of the deal. Other examples of data 
security issues affecting the value of a deal 
include a leak of valuable proprietary data 
making an acquired company less valu-
able, an acquirer being burdened with the 
legal consequences of a breach of personal 
information from an acquired company 
and governmental regulators imposing 
fines for improper use of acquired data.

 Kagan discussed the importance of 
acquirers investigating these risks during 
the due diligence process. She said that 
traditional “reps & warranties” (assertions 
that acquirers and potentially acquired 
companies make to each other about the 
facts of the deal) are not sufficient when 
it comes to data security. For example, 
under traditional legal compliance reps & 
warranties a company could be aware of a 
data breach, but still be compliant because 
the current legal compliance framework 
does not require them to report that 
breach. However, such a data breach 
could still affect the value of the deal and 
an acquiring company will want to fully 
investigate such cybersecurity issues inde-
pendent of traditional reps & warranties. 

From an acquired company’s perspec-
tive, Garber said that the cybersecurity 
goal is to be the “safest house on the 
block” (i.e., have more protections in 
place than the next company) because 
hackers will often ignore companies with 
strong protections and instead aim for 
unprotected targets. This means work-
ing with their IT department to create 
strong cybersecurity policies like updating 
passwords, patching software and train-
ing employees to avoid phishing scams. 
Companies must also work to ensure 
compliance with these policies. During 
the M&A process, a cybersecurity consul-
tant should be hired to run a cybersecurity 
audit to look for vulnerabilities in hard-
ware, software, applications, custom-code 
applications, and data flow. 

Ernst closed with a discussion of data 
security in M&A from an insurance 
perspective. He said that carriers will 
provide reps & warranties insurance and 
cyber liability insurance, and that the mar-
ket demand for these types of insurance 
is increasing. He mentioned that these 
insurance carriers can be a good resource 
in the due diligence process, as they often 
subsidize cybersecurity consultants to run 
audits of a potentially acquired company. 

Conor Hafertepe (Conor.Hafertepe@Phila.
gov) is a legal intern at the City of Philadel-
phia Law Department.
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  By Stephen B. Heimann 

The mergers and acquisitions market 
continues to be bullish, fueled by a glut of 
available capital and persistent optimism 
about the current economic policies. That 
was the takeaway from a Philadelphia Bar 
Association CLE titled “M&A Outlook for 
2017” hosted by the Business Law Sec-
tion’s M&A and Venture Capital & Private 
Equity Law Committees on May 23.

Lowell Jacobson, vice president of invest-
ment banking, and Garrett Sloan, director 
of fixed income strategy, from Wells Fargo, 
gave an overview of the current macroeco-
nomic environment and its implications 
for deal making. Their assessment of the 

market’s appetite for M&A transactions was 
broadly unchanged from views expressed by 
presenters from Citibank at a Philadelphia 
Bar Association CLE in November 2016.

Sloan said that the individual Federal 
Reserve banks’ quarterly projections of 
short-term interest rates are fairly unified in 
foreseeing a year-end 2017 Fed Funds rate 
of about 1.38 percent, with projected hikes 
in the rate coming in June and Septem-
ber. (The Fed announced a quarter-point 
increase in the rate on June 14.) The Fed’s 
inclination to increase borrowing rates 
reflects its view that America is currently at 
or close to full employment. However, the 
Fed is also concerned about the historically 

M&A Bull Market Expected 
to Continue Through 2017 
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