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Fineman Krekstein & Harris, PC   - CYBER SECURITY 
 

 

In anticipation of the Defense Research Institute’s Cyber Security Committee’s first conference this week in 

Chicago, this is the first in a series of newsletters /blogs published by the cyber security and privacy 

department of FKH to discuss various data security and privacy issues.  The focus of the newsletter will be 

how, in our ever more interconnected world, where simplicity, convenience, speed and affordability are 

deemed necessary for success, do these values conflict with what will become, if not already,  our 

economy’s primary value, security. We will focus on case studies of various cyber security events.  In 

addition, we will focus on ways to minimize the costs of cyber security breaches.  We hope you find the 

articles not only helpful and useful, but entertaining as well. 

 

EFFICIENCY VS. SECURITY (THE DILEMMA) 

 

Our society demands simplicity, convenience, speed and affordability in everything we do and everywhere 

we do it.  We expect cell phone reception everywhere we go. We demand that our smart phones, tablets and 

lap tops be connected to the internet via free Wi-Fi, whether at 30,000 feet on an aircraft or in our hotel 

room.  We demand internet connection at the highest speed possible, for every task; from sending and 

receiving emails to streaming a three hour movie on NetFlix.  We expect to be able to accomplish our goals 

in as few clicks as possible on our smartphones. We have a disdain for having to remember multiple 

passwords.  Finally, it is expected that the systems we use to access all this data be free from evil doers who, 

at best, wish to flood our email accounts with spam, and at worst, wish to cause us economic injury. 

 

It is these 4 factors -  simplicity convenience, speed and affordability (that I have defined as “Efficiency”) -  

versus security, that has resulted in cyber security and data privacy in the news.  

 

HOW DID WE GET HERE (I am not advocating we go back to the good old days!)? 

 

First, a little history. For those too young to remember these selected examples of how our culture has 

changed, please excuse the reminiscing of a 50 something lawyer/ baby boomer. Back in the day, life was a 

little slower, in some ways simpler, but more secure.  When having a credit card was deemed a privilege, 

stealing someone’s credit card information was a more physical exercise and being a ‘hacker’ had an 

altogether different meaning. A person who was a hacker was usually someone who had a 30 or above 

handicap on the golf course. And a thief who stole credit card information was more like the character “D-

day” from the movie Animal House going through garbage bins, looking for carbon copies of credit card 

receipts, instead of mimeograph copies of tests. 

 

If your identity was stolen, it usually meant that a pick pocket stole your wallet and took your driver’s 

license, not someone from Eastern Europe stealing your personally identifiable information (“PII”) over the 

internet.  If you needed money for an extended trip, you either carried large sums of cash or you purchased 

“travelers checks.”  Remember the expression, ‘Don’t leave home without them.”  (If you don’t remember 

the commercial or who Karl Maldon was, you are too young!)  Balancing the check book was an absolute 

must.    

 

If you needed to make a call and were away from home or office, you either had to carry with you a roll of 

quarters to use a pay phone or you could call collect. (I doubt that anyone under the age of 30 knows what it 

means to call collect.  OK, I am really feeling old now). 
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If you needed a document to get across town immediately, you did not email it or put it in a drop box, your 

local tattooed bicycle delivery guy hopped on his bike and raced against traffic to deliver it without getting 

run over. If you were with a law firm and needed a brief filed the next day with an out of town court, your 

young associates raced to the local Fed Ex office hoping to get there before they shut the doors at 8 pm. 

 

Finally, junk mail was physically tossed in the garbage as soon as it was received and spam was something 

that service members ate while on duty at some far off land. 

 

As can be seen from some of the above examples, before the digital revolution, our culture was much less 

efficient.  Things took longer to do and they were typically more expensive to accomplish. But security was 

not as much of an issue. To the extent it was a concern, it was for companies like Coke that kept the secret 

formula in a vault or for companies that transported large amounts of cash. Now efficiency has increased, 

but security concerns have increased exponentially, affecting businesses and individuals in ways that were 

unimaginable a generation ago. 

  

WHERE ARE WE NOW (OR DO I REALLY NEED TO SEE WHAT MY KID ATE FOR 

BREAKFAST WITH HER FRIENDS?) 

 

The only constant in life is change and has our culture changed over the last 30 years. Perhaps we can thank 

Apple or IBM for developing affordable personal computers.  Perhaps we can thank Al Gore for creating the 

internet. Perhaps we can thank Martin Cooper for inventing the cell phone. Perhaps we can again thank IBM 

for inventing the first smartphone.  Finally, perhaps we can thank Comcast for bringing cable television and 

the world itself into everyone’s homes.  Whomever we thank, there is no denying that the ability to transport 

vast amounts of data that was simply unheard of even 30 years ago has led to a revolution in how we live. 

 

The benefits of this communication revolution have been significant and too many to list. Many of these 

benefits we now simply take for granted while some staples of our culture have just faded away quietly. 

Salary checks are electronically deposited by employers. Check books and postal stamps are almost 

unknown to younger generations as are written maps and telephone books.  People can purchase almost 

everything from the safety of their homes. Highway tolls are paid electronically from electronic 

transponders.  A family of five does not just have one phone number, but may have six (good luck getting 

your kids to answer the home land line!) and may have multiple email addresses.  Bank balances can be 

checked anywhere at any time and almost no one balances a personal check book anymore.  Bills are 

received electronically and may be paid electronically (no more checks in the mail!). I can track the 

whereabouts of my children at any time. I can watch almost any movie ever made on demand (The Towering 

Inferno does not look as well made now that I am 40 years older than when it came out) and or I can watch 

just about any college baseball game ever played at 2 in the morning if I can’t get to sleep.  Finally, if I am 

really fortunate, my daughter can send me a photo of her half eaten breakfast from the school cafeteria on 

my smart phone!! 

 

Perhaps, most importantly, from a smartphone or a lap top, a person in the farthest reaches of the world can 

have instant access to the world.  In addition, no longer are employees tied to their desk.  The 

communication revolution permits employees to work anywhere and everywhere.  The reciprocal, is that 

without proper security, the world can have access to an employee’s computer and the companies that do 

business with and that employee.  It is this last fact that concerns our government, business leaders, insurers, 

health care professionals, attorneys and IT professionals.  

 

WHERE ARE WE GOING (Or do we have any choice in where we are going?)? 
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Every business will be hacked.  Large entities, such as Sony, Home Depot, Target and JP Morgan have 

already been hacked.  All large companies are aware that their IT infrastructures are under constant assault, 

whether from foreign governments, far off mobsters, or native hackers.  Companies’ employees may be 

unwilling accomplices to the cyber security assaults.  Worse, some employees have intentionally stolen 

confidential and proprietary information that they had electronic access to with the hope of financial gain. 

 

Companies’ intranets have been shut down.  Web sites have been made inoperable. Confidential and 

proprietary information has been stolen and released as well as embarrassing emails, voicemails and 

photographs.  PII of patients have been stolen. Hackers have held stolen PII hostage and offered to sell the 

stolen information back to the companies affected.   

 

The question going forward is what can all enterprises do to be as secure as possible without hurting 

Efficiency. Studies have revealed that the greatest concern companies should have regarding cyber security 

is the vendors they do business with, whether it be an ordinary supply chain vendor or a law firm. In 

addition, companies are providing products that were never before connected to the World Wide Web but 

are now.  What are the effects of new cars being connected to the internet? Or home security systems? Or 

aircraft? 

 

Now more aware of these threats, companies that paid minimal attention to IT security now spend much 

more time and money on the issue.  Their risk management departments have become much more prominent 

at Board meetings.  Companies without risk management departments are relying on their insurance brokers 

to provide risk management services. Companies have purchased cyber security insurance, not necessarily 

knowing what they are purchasing and whether it will protect them.  Companies are spending vast amounts 

of money on venders/experts promising to provide cyber security with no idea if they actually getting what 

they are paying for.  

 

The ongoing desire to increase Efficiency and the conflict with security and the cost of security is the great 

concern for businesses and individuals and there is no easy solution.   If a consumer or another business does 

not believe that it is safe to do business with an enterprise, then that enterprise will wither on the vine.  The 

security of our IT systems and digital infrastructure is the most paramount concern this country will face in 

the near future.   

 

The articles that follow will raise various issues for business, professionals and individuals.  The purpose of 

the newsletter is to get people to think and plan ahead, because eventually all companies will be hacked and 

eventually identity theft will be an issue that all people will have to confront.   

 

Joseph J. Hamill, Jr. Esq. 

 

 

 


